Assessment of Operations
For Detecting, Mitigating and Preventing Identity Theft

Please Note:  It is not the intent of AMP-Ohio that this information is considered to be comprehensive and your utility must determine what the proper course of action and areas to investigate should be.  This is to be considered only a starting point for your convenience.

As part of the development of its Identity Theft Prevention Program, ______________municipal utility has convened meeting(s) of the Privacy Committee in order to assess the needs of the utility for detecting, mitigating and preventing identity theft within its utility.  The following assessment was developed:
Existing Accounts

1. Describe the process (es) utilized by the utility for authenticating transactions on existing accounts?
a. ___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
b. Identify any possible areas within the procedures in monitoring existing account data which appear to be red flags for identity theft.

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. Security for computer systems and software (See IT Security below)
3. What is the utilities process for accepting payments

a. By check:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

b. By Credit Card

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

1. Are receipts printed? ____________________________

2. How many digits show on the receipt? _______________

3. How have customers represented credit cards fraudulently in the past? 
c.  Are there any policies or procedures in place to validate if a payment is being made by an unusual method of payment? (e.g. multiple overpays over a short period of time and requesting check re-imbursement or other past experiences of the utility)
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

d.
Payments by ACH/Computer or over the phone check?
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4.  What has been the experience of the utility in the past where customers have attempted to fraudulently represent themselves (i.e. held themselves out as someone else, stolen someone else’s identity.)

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


5.  Are there currently safeguards in place under the current system?

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
6. What changes to current safeguards or addition of new safeguards would enhance the safety of the “identifying information” of a current customer?

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

7.  What forms of identification are acceptable for verification of a customer’s identity?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Note:  Define acceptable forms of ID, which should include only governmental generated forms of ID (e.g. driver’s license, passport, or other State or Federal picture ID-foreign drivers license should not be accepted only passports)

8.  Is the information ever carried into the field?________ (Customer history records, customer account data, etc.)

New Accounts
1. Describe the process (es) utilized by the utility for authenticating transactions on new accounts?

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

a. What form of identification is required?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

b. How do you verify the identifying information is legitimate and not obtained illegally?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

c. Is a “third hook” utilized in the identification process? (a “third hook” would be data that might be verified through a CRA, e.g. former valid address verifiable by the CRA or other separate form of verification of the identity of an individual)
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

d. Is information from a CRA utilized in the process?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

e. If a CRA is used in the process, is that data utilized to approve or deny service?________________________________________
f. If a CRA is used in the process, is that data used to establish a deposit amount?

g. Does the application for service need to be completed in person?

h. If not, what method(s) is/are acceptable? (e.g. phone, internet)
IT Security

1. Is the CSR’s computer screen visible to the customer (or others) during the process of applying for a power service?​​​​​​​​​​​​​​​​​​​_____________________
2. What employees have access to the data during data entry?

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
3. Is the computer “locked up” when the CSR is not at their station?_____
4. Once entered, who has access to the “identifying information”?
_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

5. Where is that data retrieved from?_____________________________

6. How can that data be retrieved?

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

7. Is customer information ever carried into the field via laptop computer?
___________________________________________________________

8. Are customer accounts opened over the internet?_____________
9. If opened over the internet, what forms of ID are required?

_________________________________________________________________________________________________________________________________________________________________________________

10.  May account information be faxed in to open an account?__________

(Note: “third hook” from CRA recommended here as well, or require office visit to complete application and some form of acceptable ID as determined by the Committee)
11.  Security for computer systems and software?

a. Does your utility require passwords? ___________________

b.      
Are there other forms of security utilized by the utility for their computers or computer systems?  ____________________

Other Areas for Consideration

1. Hand written documents-what is the retention policy currently?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. What current policies exist for identifying red flags for possible identity theft?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3. If not utilizing a CRA, why not?
______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4. Which employees have access to this “identifying information” now and who really should have access to this information in the future?

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

5. How is the office configured?  (Note: could the security of the application process be enhanced with reconfiguring the “window” or line away from prying eyes and ears?)
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

6. Where is the fax machine located and is it accessible by either employees or other prying eyes who should not have access to any “identifying information” that might be faxed?

7. Are our ID procedures consistent with requirements of the Patriot Act?___________________________
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