Please Note:  It is not the intent of AMP-Ohio that this information is considered to be comprehensive and your utility must determine what the proper course of action and areas to investigate should be.  This is to be considered only a starting point for your convenience.

IT Security Assessment for

Identity Theft Prevention Programs

Assists Utilities with 

FACTA 2003 (Fair and Accurate Credit Transactions Act of 2003) 

Identity Theft Red Flags Compliance Initiatives
“Do your part to fight the growing crime of identity theft”
The following IT security guidelines should be evaluated by IT personnel within your organization.  Each organization is unique and every item may not apply to your organization however careful assessment and compliance with each item significantly reduces the potential for identity theft crimes committed against your utility.

	Item No.
	Category
	Considerations
	Comments
	Responses

(Yes/No)

	Policies, Standards, & Procedures (PSP) Guidelines

	1.1
	PSP Guidelines
	Are IT polices and procedural updates regarding information assurance topics provided on a regular basis to all employees, including areas such as current patterns in cyber crime, computer scams, and cyber exploits, current laws and regulations, current prevention, detection, and response techniques, etc.?
	Development, maintenance, and distribution of policies, procedures, standards, and guidelines regarding information assurance topics to all personnel including contractors and consultants are essential in reducing risk of identity theft.
	

	1.2
	PSP Guidelines
	Are IT policies and procedures reviewed with employees, consultants, and contractors as they join and leave the utility?
	Personnel joining and leaving the organization should be sensitive of the organization’s IT policies and procedures related to information assurance topics specifically regarding identity theft.
	

	1.3
	PSP Guidelines
	Are non-employee personnel, such as contractors and consultants, required to sign legally-binding contracts acknowledging their understanding and acceptance of the utility’s IT policies and procedures regarding information assurance topics including identity theft prevention?
	Non-employee personnel are not exempt from the organization’s IT policies and procedures.
	

	1.4
	PSP Guidelines
	Are IT policies and procedures in place to audit and remove any and all access to the utility’s information and information processing systems and IT infrastructure for non-employee personnel whose contracts have expired?
	Immediate removal of authorization information reduces the risk of unauthorized access to information, information processing systems, and IT infrastructure, and thus reduces the risks to the utility.
	

	Data Guidelines

	2.1
	Data Guidelines
	Does the utility have and utilize a comprehensive system for categorizing and classifying information, processing systems, and IT infrastructure based on type, sensitivity level, value, and risk of exposure? (e.g. administrative or control network (SCADA), public, private, proprietary, trade secret, top-secret, secret, confidential, restricted, unclassified, limited distribution, internal, etc.)
	Categorizing and classifying information, processing systems and IT infrastructure assists in determining the appropriate administrative and technical security measures to reduce identity theft risks.
	

	2.2
	Data Guidelines
	Does the utility’s information categorization and classification system require any special technical controls such as encryption, either while at rest or in transit, for certain categories and classes of information?
	Special technical controls such as database encryption protect the confidentiality of internal information resting inside of a database.  If the processing system were compromised and the database stolen, the information inside the database would still be protected against identity theft.  Similarly, session encryption protects the confidentiality of information while in transit, or while being transmitted over a medium such as a wireless network, and reduces the potential for identity theft.
	

	2.3
	Data Guidelines
	Does the utility have an easy-to-follow information classification methodology that information owners and information custodians can follow to aid them in the information categorization and classification process?
	An intuitive methodology should be developed and utilized by the utility to make the process repeatable and easy to follow for all levels of personnel.
	

	Software Guidelines

	3.1
	Software Guidelines
	Does the utility utilize any polices and procedures for bringing external software, systems, data, and/or information inside the organization?
	By developing a specific set of policies and procedures, such as a checklist, for integrating external IT systems into the organization, risks of introducing vulnerabilities into the utility where crimes of identity theft could occur are minimized.
	

	3.2
	Software Guidelines
	Does the utility utilize policies, procedures, and best practice security guidelines when developing internal IT systems?
	A variety of best practices for reducing security vulnerabilities are available for internal software development projects.  By following these security best practices, vulnerabilities can be mitigated from the very beginning of a development project.
	

	3.3
	Software Guidelines
	Has the utility developed a set of security requirements based on current best practices and included those requirements in RFPs (Request for Proposals) for IT system development projects?
	Including requirements up front in RFPs sets the stage for a system which can be developed from the ground up with the necessary controls and safeguards to minimize risks of vulnerabilities which would permit the theft of identities.
	

	3.4
	Software Guidelines
	For internal development projects, are developers separated from the production systems and prohibited from performing development and testing against production systems and prohibited from accessing production data?
	Software developers should not have any access to production code or production data.  Allowing developers to make changes on the fly to production systems introduces significant risks to the integrity and availability of operational IT systems.  In addition, allowing software development tools access to production code increases risks of allowing systems to be modified and permitting unauthorized disclosure of sensitive information.
	

	3.5
	Software Guidelines
	Does the utility have a patch management program in place and are critical patches evaluated and installed as soon as feasible?
	Patch management programs are essential to every organization.  Patch management is a key ingredient in significantly reducing the number of vulnerabilities which permit crimes of identity theft to occur in the first place.  Defects in systems, software, and hardware are remediated through patches provided by software and hardware manufacturers.  Testing first, then implementing critical patches as soon as feasible to mission essential systems which house or process sensitive information is critical in combating identity theft crimes.
	

	3.6
	Software Guidelines
	Does the utility have policies and procedures in effect which require new software, hardware, and IT systems to undergo a comprehensive security vulnerability assessment and review resulting in a certification and accreditation of such systems?
	Prohibiting users from downloading and installing software from the Internet onto utility-owned devices and prohibiting users from bringing in from home and installing software onto utility-owned equipment will dramatically reduce the scope of vulnerabilities within the utility.  Many incidents of identity theft have occurred from downloaded malware (software which have routines for capturing sensitive information) installed on an organization’s systems and sensitive information being leaked out of the network.

Further, conducting comprehensive security assessments on existing software and hardware and also against new software and hardware as part of an overall accreditation process will potentially identify security weaknesses.  
	

	3.7
	Software Guidelines
	Does the utility have policies and procedures for installation of new operating systems and installation of patches to existing operating systems?
	Operating systems are combinations of individual programs which control every input and output mechanism on a computing device such as workstations, laptops, servers, cell phones, blackberries, PDAs, printers, PBXes, switches, routers, etc.  All these devices require operating system software to function.  Due to inherent complexities of operating systems comprising hundreds of individual programs and subroutines, they typically have lots of vulnerabilities.  Attacks against operating systems are very common and operating system patching should be a mandatory component of a utility’s patching program.
	

	3.8
	Software Guidelines
	When evaluating the security controls of an operating system, are standard classification systems consulted such as ITSEC, TCSEC, Common Criteria, etc.?
	Industry-standard security criteria offered by ITSEC, TCSEC, Common Criteria, and others provides organizations a credible baseline criteria to evaluate chosen systems or those which the organizations are considering for purchase.  Those systems which are not ITSEC, TCSEC, or Common Criteria-certified may not provide the minimum level of security necessary to prevent disclosure of sensitive information.
	

	3.9
	Software Guidelines
	Does the utility make full use of any and all security features and capabilities contained within IT processing systems, software, and hardware?
	Identification, authentication, authorization, and auditing features are critical security features which should be fully enabled and utilized as they provide an abundant resource in preventing, detecting, and recovering from both intentional and accidental misuse of the system.
	

	3.10
	Software Guidelines
	Are their automated or manual procedures in place to evaluate and modify if necessary the security settings of devices attaching to a network?
	Rogue devices, devices which are not authorized and not permitted a connection to the utility’s network, such as an individual’s personal laptop, should be interrogated the moment the system is connected to a live network connection, regardless of the medium, wired or wireless, and evaluated against a baseline set of security standards defined by the utility, such as minimum operating system patch levels, minimum anti-virus engine version, minimum anti-virus definition version, etc.  Devices not meeting minimum levels of standards should be automatically placed in a quarantine area of the network until remediation steps can be concluded on the device.
	

	3.11
	Software Guidelines
	For internally-developed software, routines, jobs, scripts, processes, etc., does well-developed and easily understood system documentation exist?
	IT personnel should be able to follow step-by-step procedures for all internally-developed systems for normal day-to-day operations as well as for recovering from an unplanned incident and getting systems back online and for troubleshooting issues with the systems.
	

	3.12
	Software Guidelines
	Are access to systems administration software and “software tools” used for managing, troubleshooting, and monitoring systems carefully controlled so that only authorized IT personnel are provided access and all access is logged?
	A variety of software utilities exist including those which come with IT systems and those which are available from 3rd parties.  These tools are commonly also used by criminals to obtain unauthorized access to IT systems and thus provide a mechanism to obtain sensitive information.  Distribution of such tools internally should be limited to only authorized IT personnel and all use of such software utilities should be logged and periodically reviewed.
	

	3.13
	Software Guidelines
	Is anti-virus, anti-spam, and other anti-malware software installed, configured, and regularly updated, and tested?
	A variety of anti-malware software products exist in the marketplace and can be easily installed on nearly all type of computing devices including PCs, laptops, servers, email systems, etc.  These anti-malware systems must be configured to regularly check for program updates and malware signature updates.  Vulnerabilities are periodically identified in malware detection software and also improvements in processing speed and detection methods are included in newer versions so regularly updating the main software is just as essential as updating the malware signatures because of new viruses and malware being developed daily.  
	

	3.14
	Software Guidelines
	Are utility personnel informed on the proper procedures for handling a computer security incident such as a virus showing up on their system or potential discovery of an identity theft incident?
	Development of policies and procedures relating to incident handling and conducting personnel security awareness training will provide staff the information they need to properly handle these types of incidents.  Proper incident handling will reduce the spread of malware to other systems and will potentially also prevent leakage of sensitive information outside of the utility organization.
	

	3.15
	Software Guidelines
	Are backups of original software media (CDs, DVDs, downloaded images, etc.) created on separate backup media (hard drives, CDs, DVDs, tapes) and stored in a fire-proof enclosure or stored offsite in a secure environmentally-friendly fire-proof location?
	Securely storing backups of the utility’s software in a locked fire-proof enclosure or offsite in a similar location and logging access of backup media will at least provide a detective administrative control over unauthorized access to such software.  Such software in the wrong hands could provide an attacker a mechanism to obtain unauthorized access to sensitive information from the utility.
	

	Hardware Guidelines

	4.1
	Hardware Guidelines
	Do you utilize polices and procedures for bringing external hardware, such as servers, PCs, laptops, PDAs, flash memory sticks, and other electronic devices, inside the organization?
	By developing a specific set of policies and procedures, such as a checklist, for integrating external electronic devices into the organization, risks of introducing vulnerabilities into the utility where crimes of identity theft could occur are minimized.
	

	4.2
	Hardware Guidelines
	Do you utilize standardized procedures for removing IT hardware from the organization, including steps for removing sensitive information from the devices before they leave the premises?  
	Properly removing any and all information especially sensitive information from all electronic devices prior to its removal from the utility is of upmost importance.  Proper techniques must be followed in order ensure all data and all remnants of data are completely removed from the systems.
	

	4.3
	Hardware Guidelines
	Do you provide an acceptable use policy (AUP) notification to all utility personnel using language in the notification that has been reviewed and approved by your legal department with statements similar to the following “Please note that the utility’s hardware, software, and other information technology systems including the network are for business use only and that unauthorized use is strictly prohibited, punishable by law, and that use of such systems constitutes consent to monitoring for unauthorized activities.”?
	Acceptable use policies are mandatory to protect the utility’s interests from a legal perspective.  By not notifying personnel and other user’s of the utility’s networks of the utility’s policies towards unauthorized use and intent for usage monitoring, the defense will argue that no reasonable notification was given to client, and client had no idea that they were accessing a non-public network.
	

	4.4
	Hardware Guidelines
	Are designated individuals responsible for IT hardware and other IT systems within your utility and are these responsibilities periodically rotated?
	Rotating responsibilities is security best practice to detect if any unauthorized activities have been taking place.  Suspicions can arise if one and only one person does a particular job or function within a utility and never takes any leave or when asked to take leave raises concerns about doing so.  Personnel are very often the targets of attacks by criminals and will offer bribes to individuals for aiding them in their exploits by providing them unauthorized access, equipment without being properly scrubbed, dates and times when physical access into the building is easiest, papers, documents, trash, etc.
	

	4.5
	Hardware Guidelines
	Do mobile devices such as Blackberries, PDAs, flash memory sticks, laptops, tablets, etc., have the necessary security mechanisms in place to encrypt sensitive information, such as personal identity information, to the point that if the device is stolen, the information is difficult to impossible for retrieval?
	Securing sensitive identity information on mobile devices is becoming easier and easier with rapid advances in technology.  Securing this information is vital since many identity theft crimes are perpetrated by criminals breaking and entering into personnel’s vehicles and homes and stealing electronic devices which store this information.  Ardent criminals will go to extreme lengths to get information which they can then sell on the black market.
	

	Documentation Guidelines

	5.1
	Documentation
Guidelines
	Are polices, standards, and procedures printed in hard copy format, provided to new personnel in a new hire packet, signed off by personnel, and also available on the utility’s intranet website, with notifications sent to all personnel when changes to such documents are made?
	Providing documentation in both hard and soft copy formats provides staff and management increased opportunity for exposure to the essential prevention information contained within the documents.  Also, by mandating personnel sign their acknowledgement and acceptance that they have read and understood their roles, rights, and responsibilities as custodians of the utility’s information, they are held accountable for their actions or inactions in incidents involving unauthorized disclosure of personal identity information.
	

	5.2
	Documentation
Guidelines
	Does an Information Assurance handbook or Information Security handbook exist in either hard copy, soft copy, or both, is the handbook updated reviewed and updated regularly, and are announcements made to all personnel when updates are made?
	Creating a handbook of information assurance best practices, policies, standards, and procedures provides all personnel with resources on how to identify, prevent, and respond to incidents involving identity theft.  More importantly, periodically reviewing the information in the handbook, as well as updating that information is essential to maintaining a strong identity theft prevention program.  Lastly, regularly providing updates to all personnel on current information keeps personnel aware and sensitive to identity theft prevention.
	

	5.3
	Documentation
Guidelines
	Does system documentation exist for all information processing systems and is this information stored in a secure location with logged access of who and when?
	System documentation for all information processing systems is essential within the utility organization.  Adequate system documentation facilitates job function rotation which is necessary to uncover unauthorized activities.  
	

	5.4
	Documentation
Guidelines
	Does the utility have logging enabled for networks, systems, and applications recording events such as logins, logouts, reboots, configuration changes, etc.
	Logging critical events such as those described to a separate logging server and securing the log files, and periodically reviewing the log files, or using an automated tool to alert on suspicious red flag activity, is a critical strategy to discover and respond to malicious or potentially catastrophic activity.
	

	Media Guidelines

	6.1
	Media Guidelines
	Do you have a standardized labeling scheme for media?
	Labeling media assists in quality record keeping when taking physical inventories and other media handling activities.
	

	6.2
	Media Guidelines
	Do you periodically take a physical inventory of your media of both sets, offsite and onsite, if you have both?
	Physical inventories are essential to determine if media has been stolen.
	

	6.3
	Media Guidelines
	Do you have an incident handling procedure for reporting and responding to missing media?
	Be sure to involve your media communications department in your incident handling procedure for missing media.
	

	6.4
	Media Guidelines
	Do you have a standard procedure for transporting media (based on sensitivity level) from one utility location to another, for shipping media (by land, air, or sea) (and again based on sensitivity level), and for archiving media at a secure offsite location?
	Randomizing the schedule, pickup and dropoff routines, anonymizing packaging, using multiple carriers, etc. are all examples how ways to throw off a would be criminal from identifying schedules which they would then use to steal the media on a predetermined schedule.
	

	6.5
	Media Guidelines
	Do you have standardized procedures for destroying hard copies (i.e. advanced triple shredding) and destroying soft copies (delete multiple times, empty recycle bin), as well as, destroying physical storage media, such as CDs, DVDs, VHS tapes, 3.5” & 5.25” floppy disks, USB-style flash memory sticks, SD memory cards, hard drives, etc.?
	Preventing identity theft is hard work and requires destruction of electronic media as well as hard copies.  Destruction practices vary but those which provide multiple rounds of shredding make it nearly impossible to piece back together.
	

	6.6
	Media Guidelines
	Do you have procedures for archiving and backing up data from the network servers, PCs, laptops, and any other electronic devices which stores electronic information to backup media in encrypted format?
	Backups are essential for any organization, but currently, backups are quite often the target of criminals.  Backups tapes are consistently being stolen and the information on them sold on the black market.  By encrypting the information stored on the backup media, criminals will have to work extremely hard to reveal the real information.  This is simply a deterrent because if the criminal is determined, he will get the data no matter what, but most are not that determined and will pick lower hanging fruit.
	

	Identification, Authentication, Authorization, and Auditing (IAAA) Guidelines

	7.1
	IAAA Guidelines
	Do you have logging and alerting enabled for repeated unsuccessful logins and do you lock accounts for too many unsuccessful login attempts?
	Repeated unsuccessful logins may indicate an intruder’s attempted access.  If multiple login attempts are permitted without locking down the account, the intruder may successfully authenticate after repeatedly attempting to gain access.
In addition, and this only works if logs are monitored closely which in many they are not, but if someone is on leave, and a login occurs under their account, that also may indicate an intruder login.
	

	7.2
	IAAA Guidelines
	Do you advocate and implement the principle of least privilege for system access, application access, and data access?
	The principle of least privilege implies that the least amount of access necessary to perform their job function should be granted to individuals who require access to systems, applications, and data.  This is a preventative strategy which is essential in controlling access to the utility’s information.  Granting administrative access (Microsoft Windows) or root access (Linux/Unix) to regular users and applications is a very bad security practice and should be avoided.  Do not just hand over the keys to your most valuable information assets.
	

	7.3
	IAAA Guidelines
	Do you periodically perform password strength testing?
	If strong password controls are not enforced on systems, then periodic password strength testing should be performed to determine the level of risk present in your organization from the use of weak passwords.  Weak passwords are low hanging fruit that criminals will try first when attempting to break into a network to take information.
	

	7.4
	IAAA Guidelines
	Do you enforce strong password controls such as: 

a) Prevention of password reuse?

b) Prevention of password creation using UserID?

c) Requiring minimum 8 characters in password?

d) Requiring use of at least 1 special character in password?

e) Requiring the use of both upper and lowercase letters?

f) Prohibiting the use of repeated characters?

g) Requiring both alpha and numeric characters?

h) Prohibiting the use of standard dictionary words and utility-specific terms?

i) Requiring the changing of all system passwords when someone leaves the organization?

j) Requiring normal users change their passwords on a short periodic interval such as every 60 or 90 days?

k) Are all default passwords changed before systems are placed on the network?
	Implementing and enforcing strong password controls for all personnel is essential in preventing unauthorized access to sensitive information.  Other authentication mechanisms do exist such as two-factor or multi-factor authentication which alleviates some of these strong password requirements.  Strong password controls prevent intruders from simply guessing passwords or using password cracking programs from determining the passwords being used.
	

	7.5
	IAAA Guidelines
	Do you conduct random but periodic password audits to determine if you can find users’ passwords taped to their monitors, backs of keyboards, underneath desks, bottoms of mouse pads, etc.?
	If passwords are written down somewhere close to their computer, it is very easy then for someone say a contractor, cleaning person, or someone else, to see the password, remember it, and provide the password to someone else they are in collusion with in committing acts of computer crime.
	

	7.6
	IAAA Guidelines
	Do you have systems configured to automatically disable inactive accounts and also accounts which have not had their passwords changed after expiration of so many grace logins?
	
	

	7.7
	IAAA Guidelines
	Do you have systems configured such that regular users do not have the ability to elevate their own privilege levels?
	
	

	7.8
	IAAA Guidelines
	For all systems which request a username and password for authentication, is the authentication process secure, meaning, is it encrypted?
	
	

	7.9
	IAAA Guidelines
	Do you prohibit the use of group accounts and also shared passwords so that proper auditing and accounting of individual user activity can occur should an incident arise?
	
	

	System Security Guidelines

	8.1
	System Security Guidelines
	Do you configure all systems and applications to utilize a standard and reliable time source so that all systems and applications are using the same time?
	This assists computer incident handlers and digital forensic experts in correlating events which led to the actual theft of information.
	

	8.2
	System Security Guidelines
	Do you configure all logging capabilities in your utility’s most critical of systems?
	Most systems offer a wide range of logging levels and for the most critical systems, ones which contain the most sensitive information or control the most important areas of the organization, the highest levels of logging should be enabled.
	

	8.3
	System Security Guidelines
	Do you have standardized change management policies and procedures including:

a) Business area review and approval process for proposed changes

b) Periodic (ie weekly) change management meetings to review, approve, and schedule proposed changes

c) Change request management software to track all change requests, from proposal (with basic risk assessing criteria) to approval to scheduling to completion, with reporting capabilities for management, staff, and auditors

d) Approved periodic maintenance windows when normal scheduled changes can occur with the minimum amount of negative impact to the utility

e) Ability to approve break-fix changes out of cycle for unplanned/unscheduled changes required to fix a broken system
	
	

	8.4
	System Security Guidelines
	Do you have all open repeater, hub, switch, router, and other network ports disabled to prevent unauthorized rogue network devices from connecting into your information or control network?
	
	

	8.5
	System Security Guidelines
	If available in your network, do you have ports configured to automatically disable if a new unauthorized MAC address appears on the port requiring you to verify and approve the device before it is able to communicate on the network?
	
	

	8.6
	System Security Guidelines
	Have you renamed the default Administrator accounts, disabled them, and created new Administrator-level accounts which are tied to specific users, including root accounts on Linux/Unix systems and require the use of SU or equivalent for root-level access?
	
	

	8.7
	System Security Guidelines
	Have you provided strong physical security for all network infrastructure in all locations of your network, not just the core computer room or data center, in order to prevent someone from easily opening a telecommunication closet door and consoling to an open router console port without adequate deterrent, preventative, or detection mechanisms?
	
	

	8.8
	System Security Guidelines
	Have you changed the default passwords on all network infrastructure equipment including routers, switches, etc.?
	
	

	8.9
	System Security Guidelines
	Have you enabled “AAA-style” authentication or strong authentication on all network infrastructure equipment instead of the default basic authentication which comes standard on most systems?
	
	

	8.10
	System Security Guidelines
	Have you implemented physical and logical intrusion detection and prevention systems for:

a) Building access (Surveillance, Motion Sensors)

b) Room access (Surveillance, Motion Sensors)

c) Network access (NIDS/NIPS)

d) Host access (HIDS/HIPS)

e) Application access

f) Database access
	
	

	8.11
	System Security Guidelines
	Have you installed network firewalls at the perimeters of your utility information networks and your utility control networks?  

Have you also installed network firewalls between your utility information network and your utility control network?
	
	

	8.12
	System Security Guidelines
	Do you have policies and procedures and execute those for periodic vulnerability assessments and penetration tests against your network firewalls, followed by corrective action plans to fix any security holes identified?
	
	

	8.13
	System Security Guidelines
	Have you implemented security mechanisms including encryption for basic network services such as:
a) Email (SMTP – SMIME & TLS)

b) File Transfers (FTPS & SFTP)

c) Web (HTTP/HTTPS)

d) Dial-Up (ISDN w/PPP using CHAP)

e) SNMP (V1 using strong strings or V2 or V3)

f) Domain Name Services (DNS)

g) IPsec VPNs (Remote Access & Site-to-Site)

h) SSL VPNs (Remote Access)

i) Routing Protocols (OSPF, EIGRP, RIPv2 using authenticated updates)

j) Remote administration (SSH, RDP using Encryption)
	
	

	8.14
	System Security Guidelines
	If using VPNs, are you using stronger than normal VPN specifications for authentication and encryption, such as:

a) 3DES or AES-128 or higher for encrypting the sessions

b) If using shared secrets on the VPN, are you using a strong shared secret and are you periodically changing the shared secret?
	
	

	8.15
	System Security Guidelines
	Do you have any contingency plans (DR and/or BCP)?
	
	

	8.16
	System Security Guidelines
	Do you have any incident handling procedures and an incident response team?
	
	


