Appendix E


RED FLAG REVIEW AND EXAMPLES FOR UTILITIES
Alerts, Notifications or Warnings from Consumer Reporting Agencies
1) A fraud or active duty alert is included with a consumer report.

2) Consumer reporting agency provides a credit freeze on their report.

3) The report provides a notice of address discrepancy.

4) The agency report indicates unusual patterns of activity compared to history or usual customer patterns such as:

a) Significant increase in the number of inquiries

b) Unusual number of recently established credit relationships

c) Material change in the use of credit with respect to newly established relationships
d) Accounts closed for cause or for abusing account privileges

Suspicious Documents
1) Documents provided for identification appear to be forged or altered.

2) The id photo or physical description is not consistent with individual appearance.

3) Other info given to open account is not consistent with the individual’s documents.

4) Information provided is not consistent with the utilities files.  For example, signatures do not match up with the signature card or a recent check on file.  

5) Application looks altered, forged or gives the appearance of being destroyed and reconstructed.  

Suspicious Personal ID information
1) Identification is inconsistent with external sources such as:
a) Address on consumer report

b) SS number not issued or is on SS Administration Death Master File
c) Lack of correlation between SS number and date of birth range

2) Personal ID provided is associated with known fraudulent activity.  Using the same addresses and or phone number.

3) The SS number is the same as other utility customers.

4) The address or phone number is the same as a large number of customers/applicants.

5) Failure to provide all requested personal identification.

6) Personal identification is inconsistent with utility records.  

7) If using challenge questions, the individual cannot provide any information other than what can be found in a wallet or consumer report.  

Unusual Use or Suspicious Activity related to Covered Account
1) Change of billing address is followed by request for adding additional properties or authorized users to the account.
2) Payments are made in a manner associated with fraud.  Deposit or initial payment is made with no payments thereafter.  

3) Existing account with stable history shows payment irregularities.

4) Severe swings in /consumption.  For example, 1000 kWh to 3000 kWh.

5) Mail sent to customer is constantly returned.

6) Customer notifies utility that they are not receiving their bill.

7) Customer notifies of unauthorized charges or transactions in connection with their account.

Notice of Theft
1) Utility is notified by law officials or others that they have opened a fraudulent account for a person engaged in identity theft.  
