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AreYou Ready
for Failure?
Making sure critical systems are
available and secure.
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About Me
• Director of Communications & Technology
or the City of Strongsville since 2016.
• Founded Sems & Associates in 2009
• 11 Years at Ernst & Young Americas –
Leader of Forensic Analytics.
• Combines Forensic Accounting, Computer Forensics and
Data Mining to help uncover the “needles in the haystacks”.
• Spoken at many conferences including those for:
•
•
•
•
•

Federal Bureau of Investigation
Association of Certified Fraud Examiners
American Institute of CPAs
University of Notre Dame
Institute of Internal Auditors
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Small Print
• I'm not a lawyer and don't play one on TV. All ideas shared
are based on experience and is not legal advice.

• All the slides in this presentation have been painstakingly
prepared, although the content has not.
• Don't steal ALL my slides - that's just rude.
• And if anybody out there doesn't get what I'm talking about,
don't worry - I know how you feel!
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Overview
Making sure that the IT systems are always available is
critical in almost all business operations, but even more so
in government, because it is not just profits at risk but the
lives of our residents

Risks are ever increasing. Are you
prepared?
• Natural disasters: wildfires, earthquakes, tornados,
floods.
• Security threats every increasing.
• Having a solid plan in place is critical to survival.
• Knowing the question to ask your IT team.
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Focus on
Recovery
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Focus on Recovery
Build and design systems that have quick recovery times or
plans to recovery as soon as possible.

Analysis Paralysis
• Don’t get stuck in thinking of every possible scenario
that could occur and plan for it, because you might just
no think of the 11th thing that actual hits your systems.
• Design automatic rapid failover in systems – these may
be more expensive but pay dividends when it counts.
• Disaster Recovery-as-a-Service (DRaaS)
• Focus on known risks
• Ensure backups actually are being done and work.
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Questions to Ask
The following questions should be asked of your IT
Department or Providers
• Does the DRP focus too much on defining the type of
possible disasters versus providing recovery processes?
• Are any DRaaS vendors being relied upon and if so what
level of recovery/fail-over testing has been conducted?
• Have you tested your backups?
• How and what proof?
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An Unnatural
Approach
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An Unnatural Approach
Most IT Disasters are Non-Natural Disasters
• Software/hardware issues
• Construction crew cutting a fiber connections

• Avoid only addressing the large natural disasters
• Work on the day-to-day business continuity issues
A word about words
• Your DRP should be logical and concise
• Build things in to keep you secure during a failure.
• Your IT team could spend days trying to troubleshoot an
issue, while leaving your systems down or vulnerable
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Questions to Ask
The following questions should be asked of your IT
Department or Providers
• Does the DRP address more common but less dramatic
causes of service interruptions?
• Are there mechanisms in place to reduce day-to-day
interruptions seamlessly so that end-users don’t even
notice?
• Does the IT team environment appear to be one where
they are continually putting out fires or solving minidisasters? Alternatively, is it calm and professional?
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Avoid the
Lowest
Common
Denominator
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Avoid the Lowest Common
Denominator
Make your DRP plan pragmatic.

• Too often DRP plans have detailed step by step guides,
for anyone to pick up and run with.
• Landing a 747
• Use Visuals as much as possible.
• Dust collectors
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Questions to Ask
The following questions should be asked of your IT
Department or Providers
• How many pages is the current DRP?
• How often has it been revised or even read?
• Does it contain diagrams, flowcharts or checklists?
• Who in IT knows that it exists?
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Time Is of the
Essence
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Time Is of the Essence
In the world of IT Systems Design for continuity of service, there are some pivotal time-related terms that you should
be familiar with - recovery time objective (RTO) and recovery point objective (RPO).

15

15

Questions to Ask
The following questions should be asked of your IT
Department or Providers
• Has a BIA been conducted and documented?
• How many levels or tiers exist in the BIA or DRP for
recovery levels?
• Do the RTO and RPO make sense with your
understanding of critical business processes or has
someone’s judgment or favoritism crept into the
numbers?
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Table the
Matter
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Table the Matter
See if you plan actual can work – get all the parties involved
before the storm hits.

Advantages of Table Top Exercises
• Since the exercises are virtual – you can run through a
broad gamut of scenarios with twists and turns vs.
relying on full-scale technology testing.
• Since it doesn’t require large amounts of resource
beyond having critical players in the room it can be run
more often and can be less disruptive to business
operations.
• Documenting the exercises often enhances or helps lay
the foundation of the recovery documentation.
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Questions to Ask
The following questions should be asked of your IT
Department or Providers
• Has a tabletop exercise every been conducted with the
DRP or during the development of the DRP?
• How often are they conducted?
• Are the results of the exercises used to modify the
existing DRP?
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TheTimesThey
Are a-Changin'
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The Times They Are a-Changin’
Nobody likes change – well some of us don’t. In the world
of IT – change is what makes things stay secure and drives
the industry.

Legacy Systems May Not Be The Best.
• Huge investments of yesterday in storage recovery can’t
be compared to storage pricing and technology today.

• Look at Startups or Innovative Platforms
• Lost knowledge – who is going to fix it once it breaks
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Questions to Ask
The following questions should be asked of your IT
Department or Providers
• Does the DRP have considerations on how to replace
end-of-life equipment?
• It the IT department a place the embraces change and
seeks it out?
• Do non-“Big Brand” ideas appear anywhere in the
solutions provided to your end users?

22

22

11

5/30/2019

ThankYou
David E. Sems, CPA, CITP, CFF
+1 440 580 3193
david.sems@Strongsville.org
www.strongsville.org
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