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OAPT – Document 
Management Strategies

10/4/2018

TRUSTED ADVISORS
Need to save space, streamline 

processes, and reduce risk? 

Whatever your need, we will help 

you find the solution.

INDUSTRY EXPERTISE
Our team can help you with your 

medical, legal, education, insurance, 

government, and corporate needs.

HYBRID SOLUTIONS
Not ready to go digital overnight? 

We’ll help you make a smooth, 

affordable transition from the 

cardboard box to the cloud, or 

wherever you need to go.
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Fireproof Services

Fireproof Staff

• Pre-employment back ground checks

• Pre-employment drug screenings

• Random drug screenings

• Annual drug awareness programs

• Orientation program

• HIPAA certification program

• Annual HIPAA recertification program

• Annual security awareness training

• Monthly security awareness reviews

• SOC 2 Compliant

• Annual HITECH training

Fireproof staffs about 100 employees. Each employee is subjected to rigorous screenings, certifications, and training 
programs to ensure our employees are knowledgeable and aware of the ever changing compliance and regulation 

requirements of our customers 
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Information Governance

Managing the lifecycle of information of an organization is crucial to 
the success and compliance of any organization. 

Information can come in many forms:

• Locally Stored Documents

• Electronically Stored Documents

• Email

• Electronic Document Management Systems

Document Management Strategies-Benefits

• Improve access to information

• Mitigate Risks of theft, loss or destruction

• Maintain Compliance

• Protect Vital Information

• Identify areas of improvement

• Take advantage of emerging technologies

• Mitigate Litigation Possibilities
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Document Management - Considerations

• What is the retention policy of the document?

• How often will be retrieved?

• By whom will it be retrieved (employees, customers, clients, public)?

• Are any of them remote?

• What is my “space” worth?

• What will be done with the document when retrieved?

• Will it be viewed, emailed approved, etc…?

Document Management - Considerations

• What security measures are in place where the documents are 
stored? 

• How are documents organized? Is there a catalogue or indexing 
system to track documents?

• How quickly can documents be retrieved? 

• Is your process manual?

• How many people/employees are involved in the management of your 
records? 
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Document Management – First Steps

• Retention Policies- Some retention policies are “best practices” 

• Other retention policies are governed by compliance and law

• Depending on the industry and type of document, the liability for non-
compliance can be catastrophic

• Data Inventory-What do I have, and where is it being kept?

• What internal and external parties have access to our information?

• How is it being utilized?

Retention Policies and Practices

• Develop and follow retention policies: Most industries are governed by compliances or statutes that 
determine the retention policy of most documents. 

• If there isn’t a governed compliance on a document, most will rely on “best Practices” or industry 
standards

• Keep up to date on industry standards regarding the retention of documents, as they can change 
frequently

• If your documents are stored onsite, what is the risk fire, flood, theft etc..

• If they are stored electronically on your server, what steps have been taken to ensure the information is 
replicated

• Determine policies, articulate them clearly in writing, with no room given for misinterpretation
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Retention Policies and Practices

• Train your employees and make sure they understand the consequences of breaking policy

• Appoint a records manager- keeping up with regulatory requirements and possible legal 
demands on your records management program can be a full-time job

• Employees often don't know who to contact if they have a question or notice an anomaly 
regarding information management. Establish clear roles and responsibilities 

• Application of your retention Schedule/Policies-This can be a challenge to manage manually. 
An organization like Fireproof can assist you by managing your inventory in an offsite storage 
facility, in a cloud environment or combination of both. Electronic portals are available to 
manage your inventory. It explains contents, ingestion date, retention date and gives you the 
opportunity to schedule destruction. 

Common Public Documents and Retention Schedules
Record Type Description Retention Period

Address Change Form Taxpayer Request 3 years

Advance Pay Certificates Documentation of advanced tax payment 3 years

Bank Statements Deposit and withdraw 3 years 

Bankruptcy Files Documentation of judicially supervised 
Bankruptcies

3 years after settlement

Cigarette and Vendor Tax Assessments on cigarette taxes, 3 years 

Daily Balance Sheets Documented transactions, balances 3 years 

Daily Statements (Form 6) daily transactions provided to auditor 3 years

Delinquent Taxpayer Agmt Delinquent Taxpayer Agreement Active plus 3 years

DTAC Forms Delinquent tax assessement collection 4 years (ORC 149.38D)

Delinquent Tax List List of delinquent taxes against property 3 years

Electronic Funds Transfer Orders for EFT 3 years

Escrow Records Mortgage/escrow programs 3 years
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Common Public Documents and Retention Schedules
Record Type Description Retention Period

Estate Tax Records of inheritance 5 years after last paid

Forfeitures / Foreclosures Court appointed legal action Permanent

Investment Records County investments 3 years

Journal of Warrants Recvd Record of redeemed warrants 3 years

Military Extension Application for extension of taxes 1 year after expiration

Pay-ins Money paid into account in treasury 3 years

Record of tax collection Statement on collected taxes (ORC321,10) 3 years

Records of Official’s Bonds Bonds by elected officials for money loss 10 years after expiration

Settlements Statement of taxes collected at end- cycle 5 years after settlement

Tax Duplicates Tax Duplicates Permanent

Tax Penalty Remission App Request to have penalties waived 3 years

Tax Receipts and Reports Records of tax payments in treasury 3 years

Common Public Documents and Retention Schedules
Record Type Description Retention Period

HR Files Employee Records 7 years

Medical File Med files, Biometric Files, 7 years, unless minor

Financial Files Misc. 3 years
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Document Management Strategy
• Take a Data Inventory

• Take an inventory of your space

• Do you “rent” or “borrow space from other departments or entities?

• What do we have and where is it being stored?

• What IT initiatives are in place regarding document management?

• Apply and record your document retention policies

• Appoint Responsible parties

• Communicate the retention policies and guidelines to all employees

• Information management is crucial-if effective it can help the organization run very smooth

• Conversely, if it is ineffective, it can impact employee production, and be a risk for non-
compliance and possible litigation



9/29/2018

11

Document Management Strategy-Offsite Storage

• After inventory decide what can be destroyed, and move forward with that

• During the inventory, you can choose to catalogue or index the information on your own(if it 
is not already done)

• You can employ an offsite storage vendor who usually offer detail indexing down to the file 
level

• Now the organization need to decide or consider where to store things

• Offsite storage facilities are usually a safe, secure, and relatively inexpensive option

• Inventory is stored, organized and barcoded for easy retrieval

• Most offsite storage facilities offer rush retrieval and delivery, next day delivery or scan on 
demand services
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Document Management - Imaging

• If you are planning to use a document management program or cloud storage option, back-
file scanning of your documents is an option

• As an option you can choose to use a document imaging company to convert your paper 
documents to PDF’s

• Depending the amount of scanning, this option can be expensive

• Another consideration is how often is it going to be retrieved. If the retrieval is frequent, or if 
you need the document in an electronic format for a specific workflow or document 
management software, then scanning makes the most sense.

• If documents are very rarely or never retrieved, and are going to be stored for long periods of 
time, then offsite storage might make the most sense

• When the documents are scanned, they are indexed by searchable fields. For example..a 
bankruptcy file could indexed by first name, last name, case #, date.
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Document Management - Imaging

• When the documents are scanned, they are exported to a cloud portal, a secure file transfer, 
or hard drive

• During the scanning process the documents can be organized indexed via software as well

• A further level of scanning (OCR) can make the documents full-text searchable

• Basic scanning resolution is used 90% of the time.

• Color documents can be scanned

• Oversized documents can be scanned 

• Once indexed documents are ready for the export mentioned earlier
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Cloud Technology and Document Management

• Many organizations are choosing to use the cloud for document archiving

• This could be a combination of scanning paper documents and also integrating documents 
from a server based platform to archive in the cloud

• The cloud option can be a great option

• Documents can be searched for and accessed very quickly and effectively.

• Most cloud options are very secure and offer redundancy and backup.

Cloud Technology and Document Management

• Be very cognizant of how the cloud storage is being implemented and stored

• We always look at this and have specific products based on workflow needs and amount of 
storage

Document management platforms can be used for a way to integrate information or line-of 
business specific workflows:

• HR Onboarding

• Contract Management

• AP Processing / Approval

• AR and Collections

• Digital workflows and approval processes
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Document Management Destruction - Shredding

• When documents reach the end of their retention schedule, it is a 
good idea to destroy them

• Use a reputable partner for document destruction

• Mobile Shredding comes to your location.

• In-plant shredding is a great option

• Make sure they are NAID certified. (National Association of 
Information Destruction)

• Most reputable companies recycle the post shredded paper

Document Management Strategy

• What should our strategy be?

• Should we store in-house?

• Store offsite?

• Scan documents (both day forward and backfile) to be considered?

• If I scan them, where do they go?

• Do I have a cloud strategy?

• Do I use a document management platform today? 

• What are it’s capabilities?

• What do I want to accomplish in 1,2,3 years etc…
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Document Management Strategy

• My recommendation is usually a hybrid approach

• None of these options are “one size fits all”

• Most are scalable 

• The decision needs to be made based on many variables and usually involves several people

• Some people internally and externally will suggest you scan everything 

• Conversely some people will continue to do nothing or not advance technically 

• Hybrid approach allows your solution to be scalable: If you have documents that are very active and/or 
involved in workflow/approval processes, it would make sense to digitize those and employ a document 
management system. 

• If you have documents that are rarely accessed, have the need for high levels of physical security and 
also have long retention cycles, storing them at an offsite location is a great option to consider. 

• Finally, you MUST have the retention policies in place and utilize document destruction when the time 
comes. There are many reasons for this..We can discuss 
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IT Security and Document Management

Fireproof actually has a separate company we operate called IT Secure Now

• Risk Intelligence

• Security Training

• Risk Assessments

• Weekly Vulnerability Assessment

• Penetration Testing

• Security Policies

• Risk Intelligence Reporting

• Incident response services

• Rights management

Doc Management & Security Best Practices

• Use single sign on through Active Directory to manage access if available.

• Have a password policy to force strong passwords that get changed on a 90 day schedule.

• Never share credentials

• Utilize two factor authentication if your document management software offers it.

• Restrict your users access to only documents and software functions they need.

• When your users leave or change positions update or remove this access.

• Take advantage of automatic retention policies and shred the paper document after scanned or within set 
time period after scanned.

• Do not allow users to store documents on their local drive or a shared drive.  All documents must go into 
document management.

• Ensure you have a documented and frequently tested backup process for your document management 
software.
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Contact Information

I am more than happy to answer questions from anyone in attendance, or on your teams:

Matt Postlethwait

Director of Sales and Marketing

Fireproof Records Center

614-317-9222

mpostlethwait@fireproof.com

www.fireproof.com

mailto:mpostlethwait@fireproof.com
http://www.fireproof.com/

