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to Improve Internal Controls
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• Bonefish Systems is an information 
technology provider of fraud detection, 
financial solutions and IT consulting and 
services.  

• Bonefish markets to the financial sector, 
both private and public, promoting easy-
to-use hosted software applications and 
IT consulting.

• Additionally, Bonefish provides managed 
services to local companies to support 
everyday business technology needs. 

Case StudyWhat are Internal Controls & 
Why do you Need Them?

Internal Control Standards Key Internal Controls
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What are Internal Controls?

Internal controls are the policies and procedures adopted by the company for 
ensuring orderly and efficient conduct of its business, including adherence to 
company’s policies, safeguarding of its assets, prevention and detection of 
frauds and errors.

➢ Compliance with applicable laws and regulations
➢ Relevant and reliable financial reporting
➢ Effective and efficient operations
➢ Safeguarding of assets
➢ Provide appropriate checks and balances
➢ More efficient audits resulting in shorter timelines and fewer demands on 

staff

Why are Internal Controls Important:
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Lack of Internal 
Controls Could Create…

Billing Issues 
Faulty 

Procurement 
Processes

Conflict of 
Interest 

Increased Audit 
Findings 

Poor Budget 
Controls 

Compliance 
Failures 

Poor Record 
Keeping 

Opportunity for 
Errors

Fraud & 
Embezzlement 

Purchase Card 
Abuse 

Lack of Internal Controls Case

Social Engineering/Payroll

Social Engineering: The clever manipulations of 
the natural human tendency to trust
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➢ Government was the 2nd highest industry victimized by fraud of the 24 
industries reviewed. 

➢ $100,000 was the median financial loss in government fraud cases 
reviewed with 1/3 of fraud being contributed to lack of internal controls 

➢ The most common types of fraud schemes within Government are:
➢ Corruption (48%)

➢ Billing (18%)

➢ Expense Reimbursements and Payroll (17%)

Resource: Association of Certified Fraud Examiners' Report to the Nation and Fraud Detection and Prevention for 

Accounts Payable – Rockhurst University Continuing Education Center 

Association of Certified Fraud Examiners

Weak Internal Controls: Fraud Can Happen

2020 Global Fraud Study

Internal Controls Standards

Control 
Environment

Risk 
Assesment

Control 
Activities

Information & 
Communication 
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Monitoring
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Internal Controls Standards

Control 
Environment

Risk 
Assesment

Control 
Activities

Information & 
Communication 

1 2 3 4

Monitoring
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Control Environment

The control environment is the culture, values, and 

expectations that organizations put into place

➢ Standard Setter at the top (Notifying staff and employees 
what controls are in place)

➢ Accountability and responsibility 
➢ Hire competent trustworthy staff members 
➢ Follow compliance rules and regulations
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Control Environment - Continued
Set a positive “tone at the top”

Internal Controls Standards

Control 
Environment

Risk 
Assesment

Control 
Activities

Information & 
Communication 

1 2 3 4

Monitoring
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Risk Assessment

➢ Identify Risks to operations and performance
➢ Discuss Controls and risks of fraud 
➢ Develop corrective actions and assign others to 

each
➢ Learn about emerging risks
➢ Continuous monitoring 

Reduce Risk - Implement Audit Trails
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Internal Controls Standards

Control 
Environment

Risk 
Assesment

Control 
Activities

Information & 
Communication 

1 2 3 4

Monitoring
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Control Activities

Procedures put into place to run operations, accomplish 
goals, and prevent fraud

➢ Segregation of Duties 
➢ Restrict access
➢ Establish Record keeping 
➢ Created policies and procedures to ensure compliance
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Control Activities - Ensure Compliance 
Continued… 

Based on state and federal laws a vendor will require a compliance 
check if it meets one of the following criteria at payment time:
➢ Fiscal Year Payments have reached $50,000 or more
➢ A PO/contract reaches $25,00 or more in the Fiscal Year
➢ The payment was made with federal funds

Control Activities-Ensure Compliance
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Internal Controls Standards
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Information & Communication

➢ Establish Systems to track operations and 
compliance 

➢ Establish multiple lines of Communication
➢ Distribute information in a timely manner 
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Information & Communication Cont.

Internal Controls Standards

Control 
Environment

Risk 
Assesment

Control 
Activities

Information & 
Communication 

1 2 3 4

Monitoring
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Monitoring

➢ Verify effectiveness of controls in place 
➢ Establish a systems of controls on approvals and processes
➢ Continuously monitor controls for areas of risk
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Key Internal Controls

➢ Segregation of Duties

➢ Documentation

➢ Authorization and Approvals

➢ Ongoing Internal Reviews

Segregation of Duties

Step 1
Uploader

Step 2
Compliance 

Manager
Step 3

Reviewer
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Documentation

Authorization and Approvals
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Ongoing Internal Review

Questions?

Clint 
Pelfrey

Tom 
Mitchell

614-427-3827
info@bonefishsystems.com
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