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Fraudulent communications luring employees to take actions 

which generally results in the movement of funds or disclosure 

of information

Business E-mail Compromise (BEC)

Is it really email compromise?



Phishing generally involves the sending of fraudulent e-mails with the

intent of luring a user to click a link or open a document, while BEC is

typically a fraudster spoofing a user's email address to send fraudulent

emails on their behalf.

Phishing typically results in:

• Compromise of the system: malware or ransomware

• Compromise of credentials: usernames, passwords, etc.

BEC typically results in:

• Disclosure of sensitive and/or personal information

• Movement of funds

BEC prevention training shares the common safeguards used with anti-

phishing education courses

BEC VS. Phishing 5
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• Sense of urgency

• Timing – often near close of business on Friday

• Use of current crisis as topic or to increase urgency

• Increase in target development and sophistication

– Gathering intelligence

–Open source, social media

– Social Engineering

BEC Tactics

Source: https://www.bankinfosecurity.com/bec-campaign-targets-hr-departments-report-a-13997

https://www.databreachtoday.com/ta505-apt-group-returns-new-techniques-report-a-13678

https://www.bankinfosecurity.com/bec-campaign-targets-hr-departments-report-a-13997
https://www.databreachtoday.com/ta505-apt-group-returns-new-techniques-report-a-13678
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Construction invoicing (St. Ambrose Catholic Parish)

BEC: Case Study – Invoicing, Electronic Payment

1.Parish email server 
compromised

2.Fraudsters monitor 
communications

3.Valid invoice submitted to 
parish for payment 

4.Fraudster spoofs message, as 
construction firm, to parish 
requesting a change in 
payment wire instructions

Source: https://threatpost.com/bec-hack-cons-catholic-church/144212/

https://www.cleveland.com/crime/2019/04/email-hackers-steal-175-million-from-st-ambrose-catholic-parish-in-brunswick.html

https://www.news5cleveland.com/news/local-news/oh-cuyahoga/saint-ambrose-catholic-parish-victim-of-sophisticated-business-email-scheme-fbi-says

https://www.scmagazine.com/home/security-news/cybercrime/st-ambrose-catholic-parish-in-brunswick-ohio-was-hit-with-a-business-email-compromise-scam/

$1.75M LOST

https://threatpost.com/bec-hack-cons-catholic-church/144212/
https://www.cleveland.com/crime/2019/04/email-hackers-steal-175-million-from-st-ambrose-catholic-parish-in-brunswick.html
https://www.news5cleveland.com/news/local-news/oh-cuyahoga/saint-ambrose-catholic-parish-victim-of-sophisticated-business-email-scheme-fbi-says
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The E-mail Bait

• E-mail address variation (user or domain name)

• Misspelling

• Sense of urgency in the request

• Change in email tone

• Removal of addressees on the email chain (cc or other addresses)

Detecting BEC - Red Flags:
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Procedural Clues

• Requests outside of normal procedures

• Change in payment instructions

• Change in vendor

• Changes to phone number

• Beneficiary changes (from account to account)

• Name/Account mismatch; Returned wires

Know your customer

• If client phone is never answered or goes directly to VM

• Cultural changes/differences; Changes in customer behavior

Know your suppliers

Detecting BEC - Red Flags:
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Source: https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise

P
e

o
p

le • Educate your employees – Share BEC threats and scams

• Limit publicly available information

▪ Contact, organizational structure, process info

P
ro

ce
ss

• Well documented processes; Periodically reviewed/updated

• Evaluate all processes for potential fraud trouble spots

• Implement multiple controls

▪ Call back procedures for verification (e.g. payment change)

▪ Voice Approval

▪ Use phone numbers that are on file (not passed in email) for call back

▪ Dual authorization – look out for each other!]

T
e

ch
n

o
lo

g
y • Independent assessment or “Red team” all processes/controls

• Report and save all emails of suspected BEC

• Use two-factor authentication on accounts that support it. Never disable it

• Disable or monitor the use of email auto-forward

• Protect your brand/domain – monitor for spoofed domain; Implement DMARC, BIMI

https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise


If you or your company fall victim to a BEC scam, it’s important to 
act quickly: 

• Contact your financial institution immediately to request that 

they contact the financial institution where the transfer was sent. 

• Report the crime to your FBI Field Office.

• File a complaint with the FBI’s Internet Crime Complaint Center.

• Contact your Cybersecurity Insurance Carrier and engage forensic 

and remediation services

What to do if you suspect BEC

Source: https://www.fbi.gov/contact-us/field-offices

https://www.ic3.gov/default.aspx
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https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx
https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx


Ransomware - Definition

Source: https://www.merriam-webster.com/dictionary/ransomware?src=search-dict-hed

Logo - Google search: Merriam-Webster logo.svg - Wikimedia Commons
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https://www.merriam-webster.com/dictionary/ransomware?src=search-dict-hed
https://www.google.com/url?sa=i&url=https%3A%2F%2Fcommons.wikimedia.org%2Fwiki%2FFile%3AMerriam-Webster_logo.svg&psig=AOvVaw3IBU_5eaVbCzHljA1Zg_46&ust=1626784359947000&source=images&cd=vfe&ved=0CAkQjhxqFwoTCLCBrJeS7_ECFQAAAAAdAAAAABAI


https://www.databreachtoday.com/ransomware-average-business-payout-surges-to-111605-a-14205

13

https://www.databreachtoday.com/ransomware-average-business-payout-surges-to-111605-a-14205


Source: https://www.infosecurity-magazine.com/news/rise-in-ransomware-payments/
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https://www.infosecurity-magazine.com/news/rise-in-ransomware-payments/


Source: https://cyber-edge.com/wp-content/uploads/2020/03/CyberEdge-2020-CDR-Report-v1.0.pdf
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• Hush Money

• Name and Shame

• Leak Prevention

• Auction Prevention

• Deletion Promise

As if getting your data back wasn’t bad enough … 16



Source: https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20201001
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https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20201001


• 7 per hour (and increasing)

• 65,000 attacks last year (2020) 
costing $1.4B

–Only those that were 
reported

• Average Down Time – 21 days

• Average Days to recover - 287

• $350M paid in ransom (2020)

• Average Ransome Payment 
$312,493 (2020)

• Cybercrime damage in 2021 
estimated to be $6T

Ransomware – Increasing Threat

Source: https://cybersecurityventures.com/annual-cybercrime-report-2017/

https://securityandtechnology.org/wp-content/uploads/2021/06/IST-Ransomware-Task-Force-Report.pdf

Recent Ransomware Attacks

• Howard University – Sep 2021 – unknown

• Accenture – Aug 2021 - $50M

• Kaseya (1500 organizations) – Jul 2021 - $70M

• Ireland Health Service Executive – May 2021 - $20M

• Colonial Pipeline – May 2021 - $4.4M

• Brenntag – May 2021 – $7.5M

• Acer – May 2021- $50M

• JBS Foods – May 2021 - $11M

• Washington DC Police - May 2021 - $4M

• AXA – May 2021 – Unknown

• Ireland’s Health Service Executive (HSE) – May 2021 -
Unknown

• Quanta – Apr 2021 - $50M

• NBA – Apr 2021 – Unknown

• CNA – Mar 2021 – $40M

• Acer – Mar 2021 - $50M

• Buffalo Public Schools – Mar 2021 - Unknown

• CD Projekt – Feb 2021 -

• KIA Motors – Feb 2021 -

https://cybersecurityventures.com/annual-cybercrime-report-2017/
https://securityandtechnology.org/wp-content/uploads/2021/06/IST-Ransomware-Task-Force-Report.pdf


Source: 

https://www.cisa.gov/sites/default/files/publications/CISA_MS-

ISAC_Ransomware%20Guide_S508C.pdf
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❑ Backups

❑ Create/Update Incident 
Response Plan

❑ Educate users to prevent falling 
victim to phishing 

❑ Patch Operating Systems and 
Applications

❑ Network Segmentation

Cybersecurity Ransomware Prevention

❑ Remove/Block unnecessary and outdated protocols/services (e.g.,

RDP, SMB)

❑ Disable MS Office macros

❑ Ensure antivirus and anti-malware software is operating and up to 

date

❑ Use application “allowlisting” to authorize only legitimate software
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Source: https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/cybercriminals-actively-exploiting-rdp-to-target-remote-organizations/

https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/cybercriminals-actively-exploiting-rdp-to-target-remote-organizations/
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Third-Party Cybersecurity

• Infection vector may come from connected Third-Party Providers

• Know your Third-Party Providers

• Evaluate their cybersecurity

• Evaluate contract language; liability

• Managed Service Providers (MSPs)

– Limit access to your systems to minimum necessary (least 

privilege)

– Treat all Third-Party connections as untrusted

Cybersecurity Ransomware Prevention

Source: https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf



If you or your company fall victim, it’s important to act quickly: 

• Contact your Cybersecurity Insurance Carrier and engage forensic 

and remediation services

• Report the crime to your FBI Field Office

• File a complaint with the FBI’s Internet Crime Complaint Center.

• Contact your financial institution to request that they contact the 

ensure that ransom payment does not violate OFAC sanctions

What to do if you are a victim

Source: https://www.fbi.gov/contact-us/field-offices

https://www.ic3.gov/default.aspx
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https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx
https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx


Cybersecurity Best 
Practices



Personal Cybersecurity Basics*

1. Raise awareness (Phishing, Social Engineering, …) – know the threats

2. Passwords – NO reuse; Complex; Passphrase; Use a Password Manager

3. Backup data

4. Updated/Current OS and Applications – allow auto-update

5. Antivirus, Firewall, Home network – change default passwords!

6. Terms of Service; Beware of free services – YOU’RE the product
7. Geolocation/Location based services

8. Reputable applications and what they have access to

9. Home IoT Devices – Change default passwords; Security

10. Wi-Fi Security

11. Credit Cards – Transaction Alerts (CNP); Use mobile app locking

12. Credit Reporting Bureaus - Freeze/Lock credit 

13. Application Settings - Security & Privacy – periodically review/reset

BE BRILLANT AT THE BASICS

* Start with these, but don’t stop there once you’ve mastered them
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Q&A
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